[MpunoxeHue Ne 2. IHpopmalnoHHas
namartka Aanga ooyvawlwmxca  ans
pasmelleHuns Ha opmunanbHbIX
NHTEpPHET-pecypcax

C KaxgblM rogom monogexu B MHTepHeTe cTaHOBUTbLCA 6Gonblue, a
LUKO/IbHUKN  OfHW M3 CaMbIX akKTUBHbIX Mosb3oBartenien PyHeTa.
Mexay Tem, TMOMMUMO OFpOMHOrO Ko/JimyectBa BO3MOXHOCTEWN,
NHTepHeT HeceT M npobnembl. ATa NamsaTka Ao/HKHA MOMOYb Tebe
6e3onacHo HaxoANTLCA B CETU.

KoMnbloTepHbIe BUPYCHI

KOMMNbIOTEPHbIA  BUMPYC — 3TO  Pa3HOBUAHOCTb  KOMMbIOTEPHbIX
nporpamm, OT/INYMTENBHON OCOBEHHOCTLID  KOTOPOK  SAABMsieTcs
CMOCOGHOCTb K pa3MHOXeHU0. B gononHeHne K aToMy, BUPYCbl MOTyT
NOBPeAnTb WAW MOJSIHOCTbI YHUYTOXUTL BCE doailibl U AaHHbIE,
NOAKOHTPO/IbHbIE  MO/SIb30BATE/NIl0, OT WMEHUM KOTOPOro 6bina
3anyluleHa 3apaxkéHHas nporpaMma, a Takke noBpeauTb WU gaxe
YHUUTOXWTb ONepPaLMOHHY0 CUCTEMY CO BceMu halinamu B Lenom. B
60/bLUMHCTBE CrlyYyaeB pPacnpoCTPaHSATCS BUPYCbl Yepes IHTEpHET.

MeTobl 3aWuTbl OT BPEAOHOCHbIX NPOrpamm:

icnonb3yin COBpeMEHHbIE OrnepaunioHHble CUCTEMbI, MMeloLme
CEepPbE3HbIA YPOBEHb 3aLLNTbI OT BPEAOHOCHbIX MPOrpamm;

MOCTOAHHO ycCTaHaBnMBaK nNoyYTKU  (UMPpOBLIE  3aniaTKu,
KOTOpble aBTOMATMYECKN YyCTaHaBIMBAKOTCA C LeEeNbio 40paboTKu
nporpammbl) U Apyrne O6HOB/MEHMS CBOEN OnepauvoHHON CUCTEMBbI.
CkaumBai uUx TObKO C ohuumanbHoro canta paspadotyunka OC. Ecnu
CYLLEeCTBYET peXxunum aBToMaTtn4yeckoro 06HOBEHNS, BK/IHOUN €rO;



3. PaboTai Ha CBOeEM KOMMbIOTEPE MOJ npaBamMu Mnosib3oBaTesisd, a
He agMuMHUCTpaTopa. JTO He MO3BONT OOJIbLUMHCTBY BPeAOHOCHbIX
nporpaMmm MHCTa/1IIMPOBaTbLCA Ha TBOEM NEePCOHa/IbHOM KOMMbIOTEPE;

4. icnonb3yi aHTUBUPYCHbIE NPOrpaMMHble MPOAYKTbl N3BECTHbIX
npousBoanTeneil, c asTomaTnyeckum obHoBeHnem 6as;

5. OrpaHnyb oM3NYEeCKNin A4OCTYN K KOMMbIOTEPY AN1A NOCTOPOHHUX
nna;

6. icnonb3yin BHELWHME HOCUTeNW WUHJopMaumm, Takume Kak
hnewka, anuck nnm dann m3 MHTepHeTa, TONIbKO M3 NPOBEPEHHbIX
NCTOYHWKOB;

7. He oOTKpbiBail KOMMNbIOTEPHbIE  daisibl, MOJSIyYEHHblIE U3
HeHaaéXHbIX UCTOYHMKOB. [laxe Te dpaisibl, KOTOpble npucnas TBOW
3HaKOMbIN. Jly4Lle YTOYHW Y Hero, oTnpasisAs n oH Tebe ux.

Cetn WI-FI

Wi-Fi — 310 He Bng nepepayun gaHHbIX, HE TEXHO/I0TUA, a BCEro Nnilb
bpeHa, Mmapka. Ewe B 1991 rogy HugepnaHAackas KOMMaHus
3aperncrtpuposasia bpeHA «WECA», yTo o603Havano
cnosocoyetaHne «WirelessFidelity», koTopblii nepeBoAUTCA Kak
«becnpoBogHasi TOYHOCTb>.

[o Hawero BpemeHn powna papyras abbpesuatypa, KoTopas
AB/ISIETCA TaKOW e TexHosnornen. 1o abopesnarypa «Wi-Fi». Takoe
Ha3BaHMe OblNI0 AAaHO C HaMeKOM Ha CTaHAapT BbICLIMIA 3BYKOBOW
TexHukn Hi-Fi, 4To B nepeBoge 03Ha4YaeT «BblCOKasA TOYHOCTb».

[a, 6ecnnaTHblil MHTEPHET-AOCTYN B Kadie, OTensiXx U asponoprax
ABNAETCA OT/IMYHOI BO3MOXHOCTbLIO Bbixoda B IHTepHeT. Ho MHorue
aKcnepTbl cuuTtarT, yYTo obweaoctynHble WiFiceTn He sBnawTCA
6e30nacHbIMN.

CoBeTbl N0 6e3onacHoOCT paboTe B 06LenocTynHbix cetax Wi-fi:



He nepegaBail  CBOK  JIMYHYKO  MHGOpMauuio  yepes
obuwepnoctynHble Wi-FiceTn. PaboTtasa B HUX, XenaTesibHO He BBOAUTb
naposiv focTyna, NorvHbl U Kakme-To HoMepa;

Ncnonb3yin wn  O6GHOBASAW  @HTUBUPYCHblEe  NporpaMmmbl U
bpaHamMayap. Tem cambiM Tbl 06e30nacuilb cebsl OT 3aKaykn Bupyca
Ha TBOE YCTPOWCTBO;

Mpu ncnonb3oBaHun Wi-Fiotknoun doyHkumnio «O6WmMin Aoctyn K
dhainam n npuHTepam». [aHHaa OyHKUMA 3akpbiTa No YMOYaHUI,
O[lHAKO HEeKOTOpble MNOoJib30BaTeNn akTMBUPYOT €& ana ynobcrtea
Mcnosib3oBaHus B paboTte nnn yyebe;

He ncnonb3yi nybnmunbii WI-Flgna nepegaynm nnyHbIX gaHHbIX,
Hanpumep, A5 BbiXxoda B COUMasibHble CETU WU B 3/1EKTPOHHYIO
nouTy;

icnonb3yin TONbKO 3allMuieHHoe coeanHeHne yepe3 HTTPS, a
He HTTP, T.e. npn Habope Be6-agpeca BBOAN UMEHHO «https://»;

B Mo6unbHOM TenedoHe OTKNUM PYHKUUIO «[loakntoveHne K
Wi-FiaBTomatnueckun». He gonyckaii aBToMatnyeckoro nogkato4eHns
ycTpoicTa Kk cetam Wi-Fibe3 TBoero cornacusi.

CoumnasibHble ceTn

CounasibHble CeTU aKTUBHO BXOAAT B Hally XW3Hb, MHOrMe nau
paboTtaloT M XMBYT TaM [MOCTOAHHO, a B Facebookyxe
3aperncTpmpoBaH MUNIMapa YenoBekK, UTo SIBMSIETCA OAHON ceabMOW
BCEX XUTenen nnaHeTbl. MHOrMe nonb3oBaTe/ M He MOHMMAIT, UTO
NHbopmaLms, pasMeLLleHHas MK B COLMANIbHbIX CETSX, MOXET ObITb
HalgeHa 1 UCrnosb3oBaHa KEM YroAHO, B TOM 4YMC/e He 06s3aTesibHO
c 6narMmm HamepeHNAMMU.

OCHOBHbIe COBEThI N0 6€30MacHOCTU B counasibHbIX CETAX:

OrpaHunyb CNUCOK Apy3en. Y Tebsa B Apy3bAX HEe A0/HKHO ObITb
C/lyYaiHbIX N HE3HAKOMbIX NIIOAEN;



3awmuwiaii cBOK YaCTHYH >KM3Hb. He ykasbiBalh naponu,
TenedoHbl, agpeca, AaTy TBOEr0 POXAEHUA W APYIYH JINYHYIO
NHpopMaumnto.  3N0YMbILWJIEHHUKM  MOTYT  UCMOMb30BaTb  Aaxe
NHJpopMauMo 0 TOM, Kak Tbl U TBOM poAUTENN NNaHMpyeTe NPoBecTH
KaHVKY b,

3awmuiaii cBol penyTtaumio — AEpXu ee B UNCTOTe U 3aaBai
cebe Bonpoc: xotesi 6bl Tbl, YTOObI Apyrne nosib3oBaTesin BUOENMN,
4yTO Thbl 3arpyxaews? lMogyman, npexae 4em 4YTO-TO ONy6/IMKOBaTb,
HanucaTb 1 3arpy3unThb;

Ecnn Tbl rosopulib C /OAbMU, KOTOPbIX He 3Haelb, He
NCMONb3yil CBOE peasibHOe UMSA U APYrYH JIMYHYI0 MHbopMaunn: NMs,
MEeCTO XUTesibCTBa, MeCcTo y4yebbl 1 npoyee;

N3b6erann pasmeuleHns potorpadpuii B VHTEepHeTe, rae Thl
N306pakeH Ha MeCTHOCTW, MO KOTOPOWM MOXHO OnpenesiMTtb TBOE
MECTOMNOJIOKEHME;

Mpun  peructpaymm B  couMasibHOM ceTu  HeobxoAMMOo
MCNOJIb30BaTb CNOXHblE Naposiv, cocToAwme u3 6ykB U undp n C
KO/INYEeCTBOM 3HAKOB He MeHee 8;

[Ana coumanbHOW ceTu, NouTbl U APYrUx canlToB Heobxo[umo
ncrnonb3oBaTb pasHble naponu. Torga ecnv Teba B3nomMaroT, TO
3/10YMbILLNEHHUKX NoslyvaTt [OCTYN TOSIbKO K OA4HOMY MeCTy, a He BO
BCe cpasy.

ONEKTPOHHbIE AEHbIN

DNeKTPOHHblE AeHbIM — 3TO O4YeHb YAO0OHbIA cnocob nnaTexe,
O[JHAKO CYLLECTBYOT MOLUEHHWKN, KOTOpble XOTAT MOAY4YUTb 3TU
[OEHbIN.

DNEeKTPOHHbIE AEHbIN MOSBWINCL COBCEM HEAABHO M MMEHHO M3-3a
3TOro BO MHOIMX rocyAapcTBax A0 CUX Mop He MponucaHo Npo HUX B
3aKOHax.



B Poccun e oHM (DYHKUMOHUPYHOT N O HUX Y)Ke NPOonucaHo B 3aKOHe,
roe ux pasfensitoT Ha HEeCKONIbKO BWUAOB — aHOHWMHbIE W He
aHOHMMHble. Pa3Huua B TOM, YTO aHOHMMHbIE — 3TO Te, B KOTOPbIX
paspeluaeTcs npoBoAnTbL  onepauuu 6e3  naeHTudgomkauunm
nosb3oBaTensd, a B HeaHOHWUMHbIX WAEHTUdMKaunnm nosb3oBaTens
SABNSIETCS 0653aTE/IbHOMN.

Takxke cnegyet pasnnyaTb 3/1EKTPOHHblIE omMaTtHble AeHbIn (paBHbI
rocyapCTBeHHbIM BasiloTaM) U 3/1eKTPOHHblE HedonaTHble AeHbIv (He
paBHbl rOCY4apCTBEHHbLIM BasltloTaMm).

OCHOBHble COBeTbl Mo 6e3onacHoii paboTe C  3/1eKTPOHHbLIMY
neHbraMm:

MpUBSXN K cHETY MOOWU/IbHbLIN TesietpoH. 3TO cambli YA06HbIN U
ObICTPbLIA CNOCO6 BOCCTAHOBUTbL [A0CTYN K cyeTy. [puBsA3aHHbIi
TenedoH NOMOXEeT, ecnu 3abyAellb CBOW NiaTeXHbld naposib Uan
3aiifielllb Ha calT ¢ HE3HAaKOMOro YCTPOMCTBA;

Mcnonb3yin opHopasoBble naposv. [locne nepexoga Ha
YCUMIEHHYIO aBTopu3auuio Tebe yxe He OyAeT yrpoxarb OMacHOCTb
Kpaxku Unn nepexsarta niaaTrexHoro naporsis;

Bblbepn CroXxHbIA naposnb. pecTynHukam 6yaeTr He npocTo
yragatb CNOXHbIA naponb. HagexHble naponn — 3TO naponwu,
KOTopble cogepXaT He MeHee 8 3HaKOB N BK/IOYAKT B CE0S CTPOUHbIE
N MPONUCHbIe BYKBbI, LMMPbl N HECKO/IbKO CMMBOJIOB, Takme Kak 3Hak
Aonnapa, oyHTa, BoCcKIMuaTesnbHblil 3HaK 1 T.n. Hanpumep, StRONng!;;

He BBOAW CBOM /M4YHble [aHHble Ha cailTax, KOTOpbIM He
[l0BepSELLb.

DNEeKTPOHHaA nouyta

DNeKTpoHHasaA noyta — 3TO TEXHO/I0MMA U npefocTaB/ifgeMble ek
YCNyr MO TMepecblike W MOMYYEHUID SNEKTPOHHbLIX COOOLLEHUN,
KOTOpble pacnpenensalTcd B KOMMblOTEepHon cetn. OObIYHO



3NEKTPOHHbIA MOYTOBbLIA AWMUK BbIMSAAT CAeaylolwmMMm 06pa3om:
MMSI_NONb30BaTeNA@uMs_aomMeHa. Takke KpoMe nepeaadn npocToro
TeKcTa, MMeeTcsl BO3MOXHOCTb nepegaBatb thaiisbl.

OCHOBHble COBETbI N0 6e30MnacHoil paboTe ¢ 3N1eKTPOHHOW NOYTON:

Hano BblGpaTb nNpaBwW/bHbIA MOYTOBLIA cepBuc. B VIHTepHeTe
eCTb OFPOMHbIA BbIGOP 6GecnsaTtHbIX MOYTOBbLIX CEPBUCOB, OAHAKO
Nnydle AOBEPATb TeM, KOro 3Haellb W KTO NepBbIi B PEUTUHTE;

He ykasbiBalhi B JIMYHON MNOYTE JINYHYKO UWHAOPMaLUMIo.
Hanpumep, nydwe Bbi6paTb  «My3blKa/ibHbI_paHaT@>» UK
«pok2013» BMecTOo «Temal3»;

cnonb3yin AByxaTanHy asTopu3aumio. 3TO Korga mnoMmmo
Nnaposisi HY>XXHO BBOAUTb KoA, NpucbklinaemMsii no SMS;

Bbibepn CroOXHbIA naponb. [ANa Kak[aoro no4vtoBOro  slmka
[0/IKEH ObITb CBOM HAAEXHbIN, YCTOWUYMBBIN K B3/TOMY Naposib;

Ecnn ecTb BO3MOXHOCTb Hanucarb CamMoOMy CBOW JINYHbIN
BOMpPOC, UCMO/Ib3YI 3TY BO3MOXHOCTb;

AIcnosib3yin HECKO/IbKO NMOYTOBbLIX ALWMKOB. MepBbl A5 YaCTHOW
nepenuckn Cc agpecatamu, KOTOpbIM Tbl JoBepsielb. 3JTO
3NEKTPOHHbIA afpec He Hago MCNosib3oBaTb MpWU perucTpauumn Ha
dopymax n caintax;

He oTkpbiBail chaiisibl N Apyrne B/IOKEHNA B NMCbMax Aaxe ecnun
OHW MPULLAN OT TBOUX ApYy3€ei. Jlydlle YyTOUHN Yy HUX, OTNPaBASN Nn
OHUM Tebe 3Tn paiinel;

Mocne oOKoHYaHWA paboTbl Ha MOYTOBOM CepBUCE Mepes
3aKpbITUEM BKNaZKM C CalTOM He 3aby/ab HaXaTb Ha «BbINTn».

KnbepoynnuHr nnu BUPTyasibHOE
n3aeBarenibCTBO



KnbepbynnuHr — npecnegoBaHne CcOOBOLEHNAMN, CcoAepXalmu
OCKOpOG/EeHNs, arpeccuto, 3anyrmBaHue; Xy/AUraHcTBO; CoLMasibHOe
OO0MKOTMPOBAHME C MOMOLLLH PA3/INYHbIX UHTEPHET-CEPBUCOB.

OcHOBHbIe coBeTbl N0 60pbbe C KNO6EPOYNTNHIOM:

He 6pocaliica B 601. Jlydlumin cnocob: NnocoBeToBaTbCA Kak cebs
BECTU W, €CNM HEeT TOro, K KOMy MOXHO 0b6paTuTbCs, TO BHadane
yCNnokouTbCA. ECM Tbl HauHewb OTBeYaTb OCKOPOMeHuAMU Ha
OCKOpPO6/1eHNSA, TO TO/IbKO eLle 60/blue Pas3oXKeLlb KOHMINKT;

YnpaBnsii cBoel knbeppenyTtaumen;

AHOHNMHOCTb B ceTU MHMMas. CyecTBYHOT CNOCO6bI BbIACHUTD,
KTO CTOUT 32 aHOHUMHbIM aKKayHTOM;

He cTouT BECTM XynuraHckmin obpas BUPTYasibHOM XXU3HMW.
NHTepHeT uKcupyeTt Bce TBOU AENCTBUS U COXpaHseT UX. YaanuTb
nx ByaeT KpanHe 3aTpyaHUTESTbHO;

Cob6ntogan cBoii BUPTyaslbHYHO YeCTb CMOJIOAY;

NrHopupyi eMHUNYHbIN HeraTus. OpfHopasoBbie
ockopouTesibHble  coobleHns  ydwe  urHopuposaTb. OObIYHO
arpeccus npekpallaeTcsa Ha Hada/lbHOW cTaauu;

BaH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMU
COO0OLLEHNSIMN, B COLMASIbHBIX CETSAX €CTb BO3MOXHOCTb 6/710KMPOBKM
OTNpaBKM COOBLLEHWNI C onpeaesieHHbIX afpecos;

Ecnn  Tbl  cBugetens kubepbynnuHra. TBou  OencTeus:
BbICTYNUTbL NPOTUB MpecnefoBartesnsd, rMnokasartb €My, 4YTo €ero
AENCTBUA OLEHMBAKOTCA HeraTuMBHO, MOALEPXaTb XXepTBY, KOTOPOM
Hy)KHa ncuMxonornyeckasi Nomollb, COOOWMTb B3POC/bIM O akTe
arpeccuBHOro NoBefeHNs B CETHU.

Mo6unbHbIN TenedoH

CoBpeMeHHble CMapTgOHbl U NMaHLWeTbl coaepxat B cebe BMosHe
B3POC/blii OYHKUMOHAN, U Tenepb OHU MOTyT KOHKYpUpPOBaTb CO
CTaUMOHAPHbLIMK  KOMNbloTepaMu. OfHaKo, CPeACcTB 3aWuTbl /s



NOAO6HbLIX YCTPOWCTB MOKA OYeHb Masio. TeCcTUpPOBaHME U MOWUCK
YSI3BUMOCTEN B HUX NPOUCXOAUT HE TaK UHTEHCMBHO, Kak ans MK, To
)K€ camoe KacaeTcs U MOOU/TbHbIX NMPUIOXKEHWA.

CoBpeMeHHble MOOW/bHbIE Opay3epbl YXe MpakTUYeckn [AorHau
HaCTOJ/IbHblE aHas10rv, OAHaKO pacluMpeHne (PyHKUMoHa a B/1eYeT 3a
c0o60i 60NbLUYH C/TOXKHOCTb Y MEHbLLUYIO 3alMLEHHOCTb.

[laneko He BCe MpPOM3BOAWUTENIM  BbIMycKalOT  OGHOBNEHMS,
3aKpblBaloLLME KPUTUYECKNE YS3BUMOCTU AJ/151 CBOUX YCTPOWMCTB.

OCHOBHbIe coBeThI And 6e30nacHOCTN MOBUBLHOIO TenecbOHa:

Huuero He saBnsdeTcs no-HacToswemy 6GecnnatHbiM. Byab
OCTOPOXeH, BeAb korga Tebe npepsiaraloT 6ecnnaTHbI KOHTEHT, B
HEM MOTYT ObITb CKPbITbl KAKUe-TO N/aTHble YCYTu;

[ymain, npexae yem oTtnpaBuTb SMS, doTto mnu Bnaeo. Thl
TOYHO 3Haellb, rae oHn 6yayT B KOHEYHOM uTore?

Heobxoaumo OO6GHOBNATbL OMEPALNOHHYHD CUCTEMY TBOErO
CMapTJOHa;

cnonb3yin  aHTUBMPYCHbIE MporpamMmbl AN MOOWUIbHBIX
TenedoHoB;

He 3arpyxail npuioXeHusi OT HEU3BECTHOIO WCTOYHMKA, Befb
OHW MOTYT COZlEPXaTb BPEAOHOCHOE NPOrpaMMHOE 06eCneyYeHme;

Mocne TOro Kak Tbl BbliAelWb C cailTa, rge BBOAWA JINYHYHO
NHdoopMaLuto, 3aiian B HACTPONKK bpay3epa 1 ygann cookies;

Meproanyeckn NPoBeEPSAI Kakme naaTHble YCNyrn akTMBMPOBaHbI
Ha TBOEM HOMeEpE;

[aBaii cBoWl HOmMep MOOWIbLHOrO TenedoHa TOJIbKO JIHASAM,
KOTOPbIX Thl 3HAELLb 1 KOMY [0OBEpPSIELLb;

Bluetoothgo/mkeH 6bITb  BbIK/IKOYEH, Korga Tbl WM He
nonb3yelibca. He 3abbiBaii MHOrga NPoBEPATL 3TO.

Online-urpel



N o ok

CoBpEeMEHHbIe OHMalH-UrPbl — 3TO KpacouHble, 3axBaTbiBaloLine
pasBfieyeHnsi, 06 beANHAIOLLIME COTHM ThiCSY YE/IOBEK MO BCEMY MUPY.
Nrpokn wnccneayoT AaHHbli MM MUp, obwatoTcst Apyr ¢ [pyrom,
BbIMO/THAOT 3aaHunsl, CpakatoTcs ¢ MOHCTPaMM 1 NosiyyatoT onbIT. 3a
Y[10BO/IbCTBME OHW NMATAT: NOKynawT AMCK, OnsaymMBaloT aboHEMEHT
AW NPUOGPETAIOT Kakne-To OnLmK.

Bce 3T cpeacTBa MayT Ha noaaepXaHue U pasBUTUE UIPbl, a Takke
Ha camy 6e30MacHOCTb: COBEPLLEHCTBYIOTCS CUCTEMbI aBTOpU3aLIMN,
BbIMYCKAOTCS HOBble Natun (UMGPOBbLIE 3anaTky ANsS Nporpamm),
3aKpbIBAKTCA YSA3BMMOCTM CEPBEPOB.

B nofo6HbIX urpax CTOUT onacaTbCsl HE CTO/IbKO CBOMX COMEPHUKOB,
CKO/IbKO Kpaxky TBOEro naposisi, Ha KOTOPOM OCHOBaHa cucTtema
aBTOpM3aLMM GOMbLLUMHCTBA UTP.

OCHOBHbIE COBETbI M0 6e30NacHOCTN TBOENO NrPOBOIro akkayHTa.

Ecnn pgpyroir urpok BegeTr cebA NNoxo wnav cosgaeTr Tebe
HENPUATHOCTK, 3a6/10KUPYI ero B CMUCKe UIPOKOB;

Moxanynca agMuHUCTpaTopaM Wrpbl Ha MJoxoe MnoBefeHue
3TOr0 Urpoka, kenartesibHO MPUIOXKUTbL Kakne-TO AokasaTesibCTBa B
BUAE CKPUHOB;

He ykasblBail TMYHYO0 MHpopMauuio B npodpaiisie urpsbl;

YBaxai gpyrnx y4acTHUKOB MO Urpe;

He ycTtaHaBnvBai HeopuumanbHble NaTyn U MoAbl;

AIcnosib3yin CNOXHbIE N pa3Hble Naponu;

[lake BO BpeMs Urpbl He CTOUT OTK/IOYaTb aHTUBMPYC. Noka Tbl
nrpaellb, TBOWN KOMMbIOTEP MOTYT 3apa3nTb.

OULLIVHT NN KpaXka JIMYHbIX OaHHbIX

OO6bIYHOI Kpaxeil AeHer u [0KYMEHTOB CErOfIHA YXE€ HUKOro He
YAVBULLb, HO C Pa3BUTUEM WHTEPHET-TEXHOIOTUIA 3M0YMbILLI/TIEHHUKN



o

nepemMecTuamce B VIHTEPHET, W  NpoAo/hKalT  3aHUMaTbCS
«JIIOOUMbIM>» NEe/I0M.

Tak nosBUacb HoBas yrpo3a: MHTEPHET-MOLLEHHNYeCcTBa  Wn
duwmnHr, rnaBHas Uenb  KOTOPOro  COCTOUT B MNOJTyYEeHWUM
KOH(pnAEeHUNaTbHbIX AAaHHbIX MOSib30BaTesiel — J/IOTMHOB U Naposiei.
Ha aHrnmiickom asbike phishinguntaetca kak douwnHr (ot fishing—
pblOHasA N0BNSA, password— naporsb).

OcCHOBHble coBeTbI M0 6opbbe ¢ PULLIMHIOM:

Cnean 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS
aHkeTa Oblna B3/10MaHa, TO HeobxoAMmo 3abniokMpoBatb €e U
CO0OLWMTE aAMUHUCTPATOPaM pecypca 06 3TOM Kak MOXHO CKOpee;

cnonb3yin 6e3onacHble Beb6-calTbl, B TOM 4uUC/le, MHTEPHET-
MarasnHOB W NMOUCKOBbIX CUCTEM;

Aicnonb3yil CrioXHble 1 pa3Hblie naposan. Takum obpasom, ecnv
Tebs B3/10MalOT, TO 3/10YMbILWIEHHUKA NOMydyaT AOCTYN TOMbKO K
OAHOMY TBOEMY NPOJIM/I0 B CETU, & HE KO BCEM;

Ecnn T1e6a B3/iomanin, TO HeobGXxoAMmo npeaynpeauTb BCex
CBOMX 3HAKOMbIX, KOTOpble A06aBfeHbl y Tebs B Apy3bsX, O TOM, YTO
Tebs B3/10Ma/IN U, BO3MOXHO, OT TBOEro MMeHU OyaeT paccbliaTtbCcA
crnam W CCbIJIKA Ha (PULLIMHIOBbIE CalTbl;

YctaHoBu HagexHblin naposnb (PIN) Ha MoGunbHbI TenedoH;

OTKIOUN COXpaHeHne naponsa B bpaysepe;

He oTkpbiBai haiinibl 1 Apyrue B/IOKEHUSA B NMCbMax Aaxe ecnu
OHW NPULLAN OT TBOUX ApY3ei. Jlydlie YTOUYHU Y HUX, OTNPaBAA/In N
OHU Tebe 3Tn (haisibl.

LincbpoBas penytauus

LindppoBas  penytaums — 39TO HeratMBHas WM MNO3UTUBHas
NHdoopmMauus B cetn o Tebe. KomnpomeTupyrowasa MHdopmauus,
pa3sMeLlleHHasa B VIHTepHeTe MOXET cepbe3HbIM 06pa3oM OTPasnTbCA



Ha TBOeW peasibHO XWU3HU. «Lindoposas penytaumsa» — 3TO TBOM
NMUOK, KOTOPbIN popMunpyeTcs U3 nHopmauum o Tebe B HTepHeTe.

TBOE MEeCTO XWUTeNnbCTBa, yyebbl, TBOE (PUHAHCOBOE [MOJI0XEHME,
OCOGEHHOCTN XapakTepa W pacckasbl 0 O/IM3KMX — BCE 3TO
Hakan/MBaeTCcs B CETU.

MHorvue nogpocTKy SIETKOMbIC/IEHHO OTHOCATCS K Nyo6nukaumm fiM4Homn
NHpopmaumm B VIHTepHETe, He MOoHMMasi BO3MOXHbIX MOCAeACTBUIA.
Tbl Oaxe He CMOXelWb pgoragatbCAa O TOM, 4TO dooTorpadms,
pasMelleHHasn 5 neT Hasag, cTasia NPUUYNHON OTKasa NPUHATL Tebs Ha
paboTy.

KommeHTapun, pasmelleHne TBoux potorpacuin nu gpyrue oencreuns
MOTYT HE MCYE3HYTb Aaxe Moc/ie Toro, Kak Tbl UX yAasiMb. Tbl He
3Haellb, KTO COXpaHuna 3Ty WH(opmauuo, nonasia /M OHa B
MOUCKOBbIE CUCTEMbI M COXpaHWIacb J/IN OHa, a [/laBHOe: 4TO
nogymatoT o Tebe oKpyxaroujee /to4mM, KOTopble HarayT 1 yBUAOAT 3TO.
Hantn nHdopmaumio MHOro seT Cnyctss CMOXeT 6o - kak u3
A006pbIX MOBYXAEHWA, TaK U C HAMEpPEeHUeM MNPUYNHUTL Bped. ITO
MOXET ObITb KTO YrofHO.

OCHOBHble COBETbI MO 3aliuTe UMPOoBOIi penyTaLlun:

Mogymai, npexae 4em 4yto-TO Nyb6nukoBaTtb M nepefasatb Yy
ceb4a B 6s10re nv B coumanbHOM ceTu;

B HacTpoiikax npochmna yctaHoBM OrpaHUYEHUs Ha NPOCMOTP
TBOEro npoousis N ero COLEePXMUMOro, cpesniah ero TOSIbKO «ans
Apy3en»;

He pasmewanm n He ykasbiBail MHOpMaLMIO, KOTopasi MOXeT
KOro-/imbo ockop6/1siTb NN 06MXKaTb.

ABTOpCKOe npaso



COBpEMEHHbIE LUKO/IbHUKM — aKTMBHbIE MO/Ib30BaTeNn LMJIPOBOro
npocTpaHcTBa. OfHAKO Aaneko He BCe 3HatoT, YTO MO/Ib30BaHWe
MHOMMMM BO3MOXHOCTSIMW LMGOPOBOro Mupa TpebyeT cobritoaeHust
MpaB Ha MHTENNEKTYa/IbHYH0 COOGCTBEHHOCTb.

TepMUH  «UHTeNNeKTyasibHasd  COOCTBEHHOCTb»  OTHOCUTCA K
pa3/INYHbIM TBOPEHUAM Yes/I0OBEYECKOT0 YyMa, HauMHasd C HOBbIX
N300peTeHnin N 3HaKOB, 0603HAYaKLMX COOCTBEHHOCTb Ha NPOAYKTHI
N ycnyru, n 3akaHumpas kHUramum, dpotorpadousamm, KMHOUIbMamMn U
MY3blKa/IbHbIMW MPOU3BEAEHNSMUN.

ABTOpCKME NpaBa— 3TO MNpaBa Ha  MHTENNEKTYyaslbHYHO
COOGCTBEHHOCTb Ha NPOM3BEMEHUS HAyKU, NUTepaTypbl U UCKYCCTBA.
ABTOpCKME npaBa BbICTyNnalT B KayecTBe rapaHTUM TOro, 4TO
MHTENNEKTYaNbHbIA/TBOPUECKUIA TPy aBTOpa He OyaeT HanpacHbIM,
nacT emy crnpaBef/iMBble BO3MOXHOCTW 3apaboTaTb Ha pesynbTarax
CBOEro Tpyaa, MNOMy4YnTb W3BECTHOCTb M Mpu3HaHMe. HukTo 6e3
paspelleHns aBTopa He MOXeT BOCMpPOU3BOAUTbL ero NpousseneHue,
pacnpocTpaHsaTb,  Nyb/M4HO  [AEMOHCTpPUpOBaTb,  NpodaBaTb,
MMMOPTUPOBATb, MNyckaTb B MpoKaT, MNyG/NMYHO  MCMNOSIHATH,
NokasbIBaTb/MCNOMHATL B 3dhmpe nnm pasmellatb B VIHTEpHeTe.

Alcnonb3oBaHMe «NMPaTCKOro» MPOrpaMMHOro 06ecrneyeHust MoXeT
NPUBECTM K MHOTMM PUCKaM: OT NOTEPM AaHHbIX K TBOMM akkayHTam
N0 OG/IOKMPOBKM TBOEro YCTPOWCTBA, A€ YCTAHOB/IEHHbIA He
neranbHasa nporpamma. He ctont Takke 3abbiBaTb, YTO CyL|ECTBYET
nerasibHble 1 6ecnnaTHble MporpamMMbl, KOTOPbIE MOXHO HalTu B
ceTu.

O nopTtane

CeTeBMYOK.pgd — TBOW INaBHbIi COBETUMK B CETU. 3€Cb Thl MOXELLb
y3HaTb O 6€30MacHOCTU B CETU MOHATHbIM M AOCTYMHbIM SI3bIKOM, a
MPX BO3HUKHOBEHUW KPUTUUYECKONW CUTyaL MM 06paTuTbCs 3a COBETOM.


http://xn--b1afankxqj2c.xn--p1ai/

A TaKkKe MPUHATb ydyacTue B KOHKypcax M cTaTb CambliM LUJIPOBbIM
rpaxgaHnmHom!
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